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interface device of a receiving device. Hie interface device includes 
a window comparator (200) and a control device (202). The window 
comparator (200) includes a bidirectional 2:1 multiplexer (206), a counter 
(208), a first and second comparator (210, 212), a binary adder (214), a 3:8 
decoder (216), eight 2-input OR gates (218), a subtracter (220), a bitmask 
(222), a shift register (224) with latched outputs* and a read buffer (204). 
The interface device can switch context to allow frames associated with more 
than one sequence to be handled concurrently. A "Missing Frame Window" 
is generated and associated with each sequence. When a frame associated 
with a particular sequence is received out of order, a bit within the Missing 
Frame Window representing the "missing" frame is asserted to represent 
receipt of the out of order frame. The out of order is then stored, and will 
later be transferred to a host. 
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BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

This invention relates to a method and apparatus for digital communications, 
5 and more particularly to a method and apparatus for reordering sequential 
information which has been received out of sequence. 

2. Description of Related Art 

In the computer industry, a number of protocols exist for moving mass 
quantities of data over high-speed digital networks. For example, Fibre 

10 Channel is emerging as a standard for interconnecting workstations and 
peripherals within a computer system. Use of the Fibre Channel standard 
allows as much as 200 Mbytes of data to be transferred in as little as two 
seconds. Fibre Channel is considered by some to be a high-speed local-area 
network standard. Fibre Channel is a switched medium. This means that 

15 packets of data are transferred by each of the users. Data is transported in 
packets of two kilobytes or smaller. These packet of data are referred to as 
'frames". Sequences comprise one or more frames which must be assembled 
in a predetermined order before the sequence can be considered complete at 
the receiving device. 

20 FIGURE 1 is an illustration of the frame format for a Fibre Channel frame. The 
first four bytes of the frame are allocated to a "Start-of-Frame" field 101 . The 
Start-of-Frame field 101 is a pattern of data that indicates that a frame follows. 
The next twenty-four bytes are allocated to a "Frame-Header" field 103. The 
Frame-Header field 103 includes four subfields that, taken together, uniquely 

25 identify the frame. The first of these subfields is a source identification subfi Id 
(S-ID). The S-ID subfield is thre bytes of information that id ntifies the devic 
from which the frame originated. The second of these subfields is a destina- 
tion identification subfield (D-ID). The D-ID subfield is three bytes of informa- 
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tion that identifies the device that is int nd d to r ceive the frame. The third 
of these subfieids is a sequence identification subfield (SEQ-ID). The SEQ-ID 
subfield is three bytes that identify the particular sequence with which the 
frame is associated. The fourth of these subfieids is a sequence count subfield 
(SEQ-CNT). The SEQ-CNT subfield determines the relative order of the frame 
within the sequence with respect to each of the other frames of that particular 
sequence. 

The next 0-2112 bytes of the frame are allocated to the payload field 105 
(i.e., the field that carries the information that is to be transmitted from the 
source device to the destination device). The next four bytes of the frame are 
allocated to a cyclical redundancy code (CRC) field 107 which permits errors 
in the data of the frame to be detected. The last four bytes of the frame are 
allocated to an "End-of-Frame" field 109. 

One problem with communications protocols, such as Fibre Channel, is that 
data must be received in a predetermined order at the receiving end of a 
communications link. However, requirements of the communications link can 
prevent the data from arriving in order. For example, the source device may 
detect an error in the frame of information and transmit the next frame before 
correcting the error. After the error has been corrected, the frame that was in 
error is retransmitted out of order. Transmission of the next frame in order 
before correction of an error in a previously transmitted frame allows the 
source device to continue doing productive work (i.e., sending frames of data) 
while correcting a detected error. In another example, the source device may 
send frames in the proper order. However, frames may take different paths to 
the destination device. The result of different transmission delays over the 
different paths may result in the frames arriving out of order. 

While transmission of subsequent fram s after det cting an error in a 
previously transmitted fram , and transmission of frames over diff rent paths, 
may caus frames to b received out of order, and thus burden the destination 
device with the task of reordering the frames, such operation allows the 
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source device to exploit the best delivery path and continue to transmit fram s 
of data uninterrupted by errors. 

Existing mechanisms for re-sequencing frames either penalize the source 
device by requiring manual or intelligent intervention at reduced performance, 
or penalize the system by requiring the sender to re-send the sequential 
information until it arrives at the destination in the correct order. For example, 
the TCP (Transport Control Protocol) Transport Layer protocol is a software 
mechanism that uses the services of Internet Protocol (IP) to provide reliable, 
ordered stream data delivery. The TCP software process in the receiving 
system checks each received segment to ensure that there are no missing, 
duplicated, or out of order segments. This system requires the receiver to 
intelligently intervene and thus reduces the performance of the receiver. 

Accordingly, there is a need for a simple means for reordering frames 
received by a destination source to conform to the order intended by the 
source device which does not impact the efficiency and speed of the data 
communication. 

SUMMARY OF THE INVENTION 

The present invention is a method and apparatus for reordering frames of data 
within an interface device of a receiving device. Data is reordered to allow the 
receiving device to process the data in a predetermined sequential order. In 
accordance with the present invention, each frame that is transmitted from a 
source device is assigned a "Sequence Number" that indicates the relative 
position of that frame with respect to each other frame within a "Sequence" of 
data. A Sequence comprises one or more frames which must be assembled 
in a predetermined order before the Sequence can be considered complete 
at the receiving device. Each Sequence of data is also identified. The present 
invention can switch cont xt to allow frames associated with more than one 
Sequence to be handl d concurr ntly. A "Missing Fram Window" is 
generated and associat d with each Sequ nee. Each Missing Frame Window 
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maintains a record of frames of a particular Sequence received out of ord r. 
When a frame of data associated with a particular Sequence is received, the 
Missing Frame Window associated with that Sequence is preferably loaded 
into a Missing Frame latch. The Missing Frame Window is preferably an 8-bit 
word. When a frame associated with a particular Sequence is received out of 
order, a bit within the Missing Frame Window representing the "missing" frame 
is asserted to represent receipt of the out of order frame. The out of order 
frame is then stored to be transferred to a host in order upon receipt of those 
frames which must be transferred before transfer of the out of order frame. 

The least significant bit (LSB) of the Missing Frame Window represents the 
"next expected frame". The next expected frame is defined as a frame which 
carries a Sequence Number that has the lowest value within a range of 
possible values and which has not yet been received. When the LSB is 
asserted (indicating that the next expected frame has been received) the data 
carried in the payload field of the next expected frame is transferred to the 
host. Each bit is shifted one bit toward the lowest order bit and the lowest 
order bit is again checked. This process repeats until the lowest order bit is 
not asserted. 

The details of the preferred embodiment of the present invention are set forth 
in the accompanying drawings and the description below. Once the details of 
the invention are known, numerous additional innovations and changes will 
become obvious to one skilled in the art. 



4 



WO 96/31081 



PCT/US96/03R70 



-5- 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIGURE 1 is an illustration of the frame format for a Fibre Channel frame in 
accordance with the prior art. 

FIGURE 2 is a block diagram of an interface device in accordance with the 
5 present invention. 

FIGURE 3 is a state diagram of the states of the state machine in accordance 
with the present invention. 

Like reference numbers and designations in the various drawings refer to like 
elements. 

10 DETAILED DESCRIPTION OF THE INVENTION 

Throughout this description, the preferred embodiment and examples shown 
should be considered as exemplars, rather than as limitations on the present 
invention. 

Overview 

is The present invention is an interface device that receives frames of data (i.e., 
multi-byte transmissions) over a communications link. Frames of data in 
accordance with the present invention preferably include the fields of 
information, such as shown in FIGURE 1 and described above. In the 
preferred embodiment of the present invention, each frame of data received 

20 over the communications link in accordance with the present invention is 
associated with a "Sequence Number" carried in a field, such as the Frame- 
Header 103. For the sake of brevity, a frame associated with a Sequence 
Number "X" will be referred to as "frame X". For example, a frame associated 
with the Sequence Number "102" will be referred to as "frame 102". 
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The Sequence Numbers associated with each frame indicate the order in 
which the frames are intended to be received. For simplicity, frame "000" is 
considered to be the first frame of a Sequence in the present explanation, and 
each subsequent frame in order has a Sequence Number that is one greater 
than the previous frame in order. Therefore, frame "102" is intended to be the 
103rd frame received. Frame "102" is intended to be received immediately 
after a frame "101". However, it should be clear that the range of possible 
Sequence Numbers may begin at any number and may increment at any 
predetermined interval. 

The present invention transfers the information carried in the payload field 105 
of each frame to a host in the order that each frame is intended to be 
received, as determined by the Sequence Numbers. If a frame is received out 
of order, then the data carried in the payload field 105 is stored. Only after 
transferring all the data of frames that should have been received prior, is the 
data of the out of order frame transferred. In one embodiment of the present 
invention, the host to which the data within the payload field 105 is transferred 
is a conventional computer. Alternatively, the host may be a computer 
peripheral device or any other device which serves as a destination node on 
a communications link. 

In accordance with the present invention, the "next expected frame" is defined 
as a frame which carries a Sequence Number that has the lowest value within 
a range of possible values and which has not yet been received. For example, 
if the range of possible Sequence Numbers is 0 - 65,535 (as is the case in 
Fibre Channel frames), then if each frame from frame "000 to frame "100" has 
been received, and frame "104" has also been received, the next expected 
frame is frame "101", since "101" is the smallest Sequence Number not yet 
received, and yet within the possible range. 

The present invention pref rably stores eight bits (coll ctively ref rred to as 
a "Missing Frame Window") within a shift r gister with latch d outputs. Each 
bit indicates whether any of the next frames within a pred termined range of 
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xpected frames have been rec ived. Alt rnatively, any memory means may 
be used to store the Missing Frame Window. The least significant bit (LSB) of 
the shift register is preferably associated with a next expected frame. Each 
other bit in order from the LSB to the most significant bit (MSB) is preferably 
associated with the next frame following in order. For example, if frame "003" 
is the next expected frame, then the LSB is associated with the frame n 003". 
The second LSB is then associated with frame "004", the third LSB is 
associated with frame "005", etc. In an alternative embodiment, the MSB may 
be associated with the next expected frame, and thus the order of each bit is 
reversed. 

Each bit changes state from a first logic state (deasserted) to a second logic 
state (asserted) when the frame associated with that bit has been received. 
When the LSB is asserted, the next expected frame has been received. 
Therefore, in accordance with one embodiment of the present invention, upon 
transition of the LSB, the most recently received frame is the next expected 
frame. Therefore, the most recently received frame can be transferred to the 
host, since the goal of the present invention is to transfer the frames to the 
host in the order expected. Once that frame has been transferred to the host, 
the shift register is updated with a value equal to the previous value shifted 
one bit toward the LSB. If the new value of the LSB is asserted, then the 
frame associated with that bit has been received and can be transferred to the 
host. If the new LSB is deasserted, then the interface device awaits receipt 
of the frame associated with the new LSB (i.e., waits for the LSB to be 
asserted). 

In the preferred embodiment of the present invention, each of the parameters 
of the interface device may be stored in association with a particular 
Sequence and may then be reloaded upon receipt of a frame within that 
particular Sequence. This allows multiple information streams to be received 
and processed concurrently by the interface device. 



Operational Description 
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FIGURE 2 is a block diagram of an interface device in accordance with the 
present invention. The interface device includes a window comparator 200 
and a control device, such as a state machine 202. The state machine 202 
controls the operation of the window comparator 200. The window comparator 
200 includes a bidirectional 2:1 multiplexer 206, a counter 208, a first and 
second comparator 210, 212, a binary adder 214, a 3:8 decoder 216. eight 2- 
input OR gates 218, a subtracter 220. a bHmask 222, a shift register 224 with 
latched outputs, and a read buffer 204. The following signals are received in 
the state machine 202 as inputs which control the next state of the state 
, machine 202: (1 ) the data received from incoming frames; (2) an MSB output 
signal; (3) a WRAP output signal; (4) a BORROW output signal; (5) an 
ERROR output signal; and (6) eight signals that represent the logical state of 
each bit of the shift register 224. FIGURE 3 is a state diagram of the states of 
the state machine 202. 

5 The present invention starts upon receipt of a frame over the communications 
link. The state machine 202 enters INITIALIZATION state 301. When the 
frame is received, the state machine 202 processes the information contained 
in the Start-of-Frame field 101, the Frame-Header field 103, the CRC field 
107, and the End-of-Frame field. The Start-of-Frame field preferably includes 

» information that indicates whether this frame is the first frame of a Sequence. 
If the frame is the first frame of a Sequence, then the state machine 202 sets 
a first frame flag ("FF flag"). 

Upon detecting receipt of the Frame-Header 103, the state machine 202 
preferably extracts a Sequence Identification (SEQ-ID) value and Sequence 

zs Counter (SEQ-CNT) value from the Frame-Header 103 and stores these 
values in a memory 230 within the state machine 202. In an alternative 
embodiment, the memory 230 may be external to the state machine 202. The 
SEQ-CNT is the Sequence Number of the frame. The SEQ-ID determines the 
particular Sequence with which the fram is associated. In an aR rnative 

30 embodiment of the present invention, the frame does not indicate the SEQ-ID. 
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ln such an alternative embodiment, frames of a first Sequence should all be 
received before frame of a second Sequence can be received. 

In addition, in INITIALIZATION state 301, each byte of information carried in 
the payload field 105 is separated from the overhead information carried in the 
s other fields 101, 103, 107, 109 of the frame. The byte information is then 
preferably stored in a data field buffer within the memory 230. The length and 
the location of the buffer are preferably stored in the memory 230 in variables 
"DATA-LENGTH[x] H and "ADDR-PTR[x]'\ where V is a unique value 
associated with the particular frame (preferably by association with the SEQ- 
10 ID and SEQ-CNT associated with the frame). 

The state machine then enters RESTORE state 302. In RESTORE state 302, 
the state machine loads the counter 208 and the shift register 224 with values 
associated with the SEQ-ID of the received frame. By allowing loading of the 
counter 208 and shift register 224 each time a new frame is received, the 
15 present invention ensures that the interface device can handle frames 
associated with a first Sequence interspersed with frames associated with at 
least a second Sequence. 

If the FF flag is asserted, the state machine 202 loads both the shift register 
224 and the counter 208 with the value of the Sequence Number associated 

20 with the first frame of the Sequence (preferably zero). If the FF flag is not 
asserted, then the state machine 202 loads the counter 208 and the shift 
register 224 with values that were previously saved in connection with the 
Sequence identified by the SEQ-ID. The values to be loaded into the counter 
208 and shift register 224 are preferably identified by a table lookup indexed 

25 on the SEQ-ID. In an alternative embodiment of the present invention, the 
values to be loaded into the counter 208 and shift register 224 may be 
identified by use of a content-addressable memory, translation-lookaside 
buffer, or any other means for properly associating the values to be restor d 
with the Sequence with which th last reoeiv d fram is associated. 
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The state machine 202 controls a r ad/writ signal coupled to the multiplexer 
206 over a signal line 207 to cause the multiplexer 206 to receive input from 
the state machine 202 over signal line 209. A multiplexer select signal is 
coupled from the state machine 202 to the multiplexer 206 on a select signal 
line 21 1 . The select signal determines whether the output from the multiplexer 
is coupled to either the shift register 224 via the bitmask 222 or to the counter 
208. The bitmask 222 is a two input multiplexer that determines whether the 
inputs to the shift register 224 are coupled to the multiplexer 206 or to the 
outputs of the OR gates 218. The value loaded in the shift register 224 is then 
latched in the shift register 224. The value in the shift register 224 represents 
the Missing Frame Window and indicates whether a particular frame has been 
received. In an alternative embodiment, the OR gates 218 may have tri-state 
outputs. 

In the preferred embodiment of the present invention, both the counter 208 
and the SEQ-CNT are preferably 16 bits wide. The three least significant bits 
of the SEQ-CNT are coupled to a first input to the subtracter 220. The least 
significant three bits of the output from the counter 208 are coupled to a 
second input to the subtracter 220. The three least significant bits output from 
the counter 208 are subtracted from the three least significant bits from SEQ- 
CNT of the first frame to aid in determining whether the most recently received 
frame is represented by a bit within the Missing Frame Window. It should be 
noted that more or less than the three least significant bits can be subtracted, 
depending upon the range of out of order frames that are to be acceptable. 
For example, if frames that are within a range of sixteen values relative to the 
value of the next expected frame are acceptable, then the four least significant 
bits of the output from the counter 208 and from the SEQ-CNT would be 
coupled to the subtracter 220. 

In the preferred embodiment, the three bits output from th subtracter 220 are 
coupled to the 3:8 decoder 216. The output of the decoder 216 is ight signal 
lines, only one of which is asserted at any on time. The particular signal line 
to be asserted is determined by the state of the thre signal lin s output from 
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the subtracter 220 and coupled to the input of the decoder 216. Since there 
are eight possible combinations of logic states on the three input lines, each 
output line corresponds to a unique one of the eight combinations of the logic 
states possible on the three input lines. Accordingly, each output line from the 
5 decoder 216 represents a unique modulo-8 difference between the value of 
the SEQ-CNT signal and the value of the counter 208. 

Each of the eight output signals from the decoder 216 is associated with one 
of the eight logical OR gates 218, one of eight inputs to the bitmask 222, one 
of eight outputs from the bitmask 222, one of eight inputs to the shift register 
224, and one of eight parallel output lines from the shift register 224. Each of 
the eight output signals from the decoder 216 is coupled to the first input of 
the associated logical OR gate 218. The output of each OR gate 218 is 
coupled to the associated bitmask input. Each output from the bitmask 222 is 
coupled to the associated input to the shift register 224. Each output from the 
shift register 224 is then coupled to the second input to the associated OR 
gate 218. The particular decoder output associated with an input value of zero 
(i.e., the "zero" output) is coupled to the LSB of the bitmask 222, the "1" output 
is coupled to the bit of the bitmask 222 adjacent the LSB, and each other 
decoder output bit in order from the M 2" to "7" is coupled to the bitmask input 
next in order. It should be noted that in RESTORE state 302, the bitmask input 
coupled to the multiplexer 206 is coupled to the input to the shift register 224. 

Since the output of the decoder 216 represents the state of only the least 
significant three bits of the counter value and the SEQ-CNT value, the more 
significant output signals (i.e., bits 3-15) from the counter 208 and SEQ-CNT 
25 must also be taken into consideration in determining whether the most 
recently received frame is within the range of frames represented by the bits 
of the Missing Frame Window (i.e., within a predetermined range of values 
relative to the value of the next xpected frame). The more significant output 
signals are coupled to the input of the binary adder 214 and to the first 
ao comparator 21 0. The first comparator 210 indicates that th higher ord r bits 
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output from th counter 208 and th higher order bits of the SEQ-CNT are 
equal by asserting the MSB signal at the output of the comparator 210. 

In the preferred embodiment of the present invention, the output of the binary 
adder 214 is a 13-bit output that represents a binary value one greater than 
the value input to the adder 214. The output of the adder 214 is coupled to the 
input of the second comparator 212. The second comparator 212 compares 
the value represented by the more significant bits of the output of the counter 
plus one, with the more significant bits of the SEQ-CNT value. If these values 
are equal, then a WRAP signal output of the comparator 212 is asserted. The 
WRAP signal is used in combination with a BORROW signal output from the 
subtracter 220 to identify the case in which the value stored in the counter 208 
is: (1) less than the value of the SEQ-CNT value (i.e., the Sequence Number 
of the most recently received frame is greater than the Sequence Number of 
the next expected frame) and (2) within a range of eight from the SEQ-CNT. 

The combination of the MSB, BORROW, and WRAP signals provides a 
positive indication that the last frame received is associated with a Sequence 
Number that is greater than the Sequence Number of the next expected 
frame, and is within a predefined range relative to the value of the next 
expected frame (eight in the present example). 

Therefore, if the MSB signal is asserted on the MSB signal line 217, then the 
most significant 13 bits of the counter 208 (which holds the value Sequence 
Number associated with the next expected frame) are equal to the most 
significant 13 bits of the SEQ-CNT (i.e., the Sequence Number associated 
with the last received frame). Accordingly, if the MSB signal is asserted, then 
the least significant three signals of SEQ-CNT must be equal to, or greater 
than, the three least significant signals of the Sequence Number associated 
with th next xpect d fram (the least significant bits of th value stored in 
the counter 208), as indicated by the BORROW signal being deasserted. If th 
BORROW signal is asserted, th n th SEQ-CNT is in error (i.e., is less than 
the Sequence Number of the next expected frame, and thus out of the 
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predetermined range of values relative to the value of the next expected 
frame). Likewise, if the WRAP signal is asserted, then the three least 
significant bits of SEQ-CNT must be less than the three least significant bits 
of the value stored in the counter 208, as indicated by the BORROW signal 
5 being asserted. Otherwise, the most recently received frame is outside the 
range of valid frames and an error condition exits. 

An additional error checking circuit 226 verifies that the last received frame is 
not associated with the same Sequence Number as a previously received 
frame. This is accomplished by comparing in eight discrete AND gates 228 

10 each output from the decoder 216 with the associated output from the shift 
register 224. If the MSB signal is asserted, the BORROW signal is 
deasserted, and both an output from the decoder 216 and an associated 
output from the shift register 224 are asserted, then the last received frame 
is associated with the same Sequence Number as a previously received 

is frame. Likewise, if the WRAP signal is asserted, the BORROW signal is 
asserted, and both an output from the decoder 216 and an associated output 
from the shift register 224 are asserted, then the last received frame is 
associated with the same Sequence Number as a previously received frame. 
In either of these cases, the state machine 202 enters an ERROR state 307. 

20 If the states of the WRAP, MSB, BORROW, and ERROR signals indicate that 
an error has occurred, the state machine 202 preferably asserts an interrupt 
request line to the host 201 to request assistance in dealing with the error 
condition. Alternatively, the state machine 202 may be intelligent enough to 
deal with error conditions without requesting assistance from the host 201 . In 

25 either case, the particular action that is taken after detection of an error 
condition is outside the scope of the present invention. 

If the state machine 202 determines that the SEQ-CNT value is within the 
predetermined range and is not equal to a previously received frame, the state 
machin enters LATCH state 303. In LATCH state 303, the state machine 202 
30 caus s the output signals from the OR gates 218 to be coupled to the parallel 
input of the shift register 224 through the bitmask 222 by controlling the select 
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signal to the bitmask 222. By ORing the previous value of the shift register 
224 with the outputs of the decoder 216, those bits in the shift register 224 
that were previously asserted remain asserted. Accordingly, rf the value 
loaded into the shift register 224 in RESTORE state 302 had bits asserted to 
indicate that frames had been previously received out of order, such 
information would be retained and supplemented by asserting the additional 
bit represented by the output from the decoder 216. The state machine 202 
then causes the input signals to be loaded into the shift register 224. The 
output of the shift register 224 then indicates which frames within the 
predetermined range of values relative to the value associated with the next 
expected frame have been received. 

The state machine 202 then enters ADVANCE state 304. In ADVANCE state 
304. the state machine 202 checks whether the LSB of the latch 204 is 
asserted. If the LSB of the latch 204 is asserted, then the last received frame 
is the next expected frame. The state machine 202 then uses the variables 
DATA-LENGTH, and ADDR-PRT to identify the location of the data buffer for 
the byte information stored in memory and associated with the counter value 
(i.e., the last received frame). The byte information is recovered and then 
transferred to the host 201 . 

The state machine 202 increments the counter 208 by one and causes the 
contents of the shift register 224 to be shifted one bit toward the LSB. If the 
new LSB is asserted, then the state machine remains in ADVANCE state 304 
and uses the variables DATA-LENGTH, and ADDR-PTR to identify the 
location of the byte information stored in memory and associated with the new 
counter value. The byte information is recovered and then transferred to the 
host 201. The counter 208 is again incremented and the value of the shift 
register 224 is again shifted one bit toward the LSB. This process continues 
until the LSB is zero. If the new value of the LSB is zero, then the state 
machin 202 enters SAVE_CONTEXT stat 305. In SAVE.CONTEXT state 
305, th values of the Counter 208 and shift r gister 224 are sav d in the 
m mory 230. The state machine 202 preferably receives the value from the 
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shift register 224 through the buffer 204 and multiplexer 206. In addition, the 
current contents of DATA-LENGTH, and ADDR-PTR are also saved. 

The state machine 202 then returns to INITIALIZATION state 301 and awaits 
receipt of the next frame. When a next frame is received, the SEQ-ID and 
SEQ-CNT are extracted to determine the address of the context to be restored 
to the counter 208 and shift register 224 (i.e., the values that were last 
maintained in the counter 208 and shift register 224 in connection with the last 
frame that was associated with the same Sequence). The byte information 
carried in the payload field 105 is buffered in memory at a location identified 
by the variables DATA-LENGTH, and ADDR-PTR (each of which is associ- 
ated with the SEQ-CNT of this frame) until it is determined that this frame is 
the next expected frame (and consequently, the counter value is equal to the 
SEQ-CNT of this frame). The new contents of the shift register 224 is then 
loaded into the latch 204. The comparators 210, 212 of the Window Compara- 
tor 200 then provide the logic state of the WRAP, BORROW, and MSB signals 
based upon the value of the SEQ-CNT and the new counter value. 

If these signals indicate that the SEQ-CNT is within the range of values 
relative to the value of the next expected frame, then the state machine 202 
enters ADVANCE state 304 once again. The LSB of the latch 204 is once 
again checked. If the new LSB is asserted, then the state machine 202 uses 
the variables DATA-LENGTH, and ADDR-PTR associated with the value of 
the counter 208 to identify the location of the byte information stored in 
memory. The byte information is recovered and then transferred to the host 
201. The state machine 202 again increments the counter 208 and shifts the 
contents of the shift register 224 one bit toward the LSB. If the new LSB is 
asserted, the variables DATA-LENGTH, and ADDR-PTR associated with the 
value of the counter 208 identify the location of the byte information stored in 
memory. The byte information is recovered and then transf rred to th host 
201. The stat machin 202 again enters ADVANCE state 304, increm nts 
the counter 208. and shifts the contents of the shift register 224 one bit toward 
th LSB. This process is repeated until the n w LSB is not asserted. 
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When LSB of the latch 204 is not asserted, the last received frame was not 
the next expected frame. The state machine 202 then enters 
SAVE_CONTEXT state 305 and saves the values of the shift register 224 and 
the counter 208, as well as the values of the DATA-LENGTH, and ADDR- 
PTR. Next, the state machine 202 enters INITIALIZATION state 301 and 
awaits the receipt of the next frame. This procedure is continuously repeated. 

The present invention has several advantages over the prior art. The 
implementation of the present invention allows the invention to be embodied 
using simple logic elements, making it suitable for embedding in digital 
electronic communications systems. Furthermore, the present invention 
provides a simple mechanism to allow a higher level control function to 
determine the state of the interface device and force an alternate state. This 
facilitates "context switching", or the parallel use of a relatively complex 
machine by alternatively saving and restoring simple state information (i.e., 
the values of the counter and shift register). In addition, if frames have a field 
that identifies the particular Sequence, the present invention is capable of 
multiplexing between multiple streams of data by updating the values of the 
counter and shift register with values relevant to the Sequence of the last 
received frame. Because the present invention requires very little processor 
intervention, there is very low latency between the receipt of the next expected 
frame and the transfer to the host of the data carried in the payload field of 
that frame. If frames are received by the interface device in sequential order, 
then there is very little delay in the transfer of the payload information to the 
host for each frame. Since the Missing Frame Window identifies a predefined 
range of frames that may be received, an indication that a frame is out of the 
range allows the invention to indicate when temporary storage is, or would be, 
overburdened. The present invention also indicates an error condition when 
the same frame has been received twice. Still further, the present invention 
easily accommodates transmission protocols in which the length of the 
received information varies between deliveries and where th nature of the 
variations is unpredictable by the receiver. 
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A number of embodiments of the present invention have been described. 
Nevertheless, it will be understood that various modifications may be made 
without departing from the spirit and scope of the invention. For example, the 
present invention is described in the context of a state machine which controls 

5 the operation of the window comparator. However, any circuitry, such as 
discrete logic, programmed general purpose computer, or programmable logic 
array may be used to perform the functions of the state machine described 
above. Likewise, the window comparator circuit of the present invention can 
be implemented in any means, such as, programmed general purpose 

10 computer, programmable logic array, or state machine. Furthermore, the 
number of bits (i.e., the range of the Missing Frame Window) may vary from 
the 8-bits described in the exemplar. Accordingly, it is to be understood that 
the invention is not to be limited by the specific illustrated embodiment, but 
only by the scope of the appended claims. 
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CLAIMS 



An interface device for coupling a receiving device to a communica- 
tions link and for ensuring that frames of data received by the interface 
device, each frame being included within a sequence of frames, are 
communicated to the receiving device in a predetermined order defined 
by an external transmitting device, the interface device including: 

(a) a control device; and 

(b) a comparator window circuit coupled to. and controlled by. the 
control device, the comparator window circuit having a missing 
frame window storing means for storing a missing frame window 
which indicates whether the last received frame is the next 
expected frame in the order defined by the external transmitting 
device. 

2. The interface device of claim 1, wherein received frames include 
information that identifies a sequence in which the frame is included, 
and the comparator window further includes a loading means, coupled 
to the missign frame storing meand, for loading the missing frame 
window storing means with a missing frame window associated with 
the sequence of the last received frame. 

3. The interface device of claim 1 . wherein the control device transfers 
data received by the interface device within a select frame only upon 
determining from the missing frame window that the select frame is the 
next expected frame. 
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4. The interface device of claim 1 , wherein each valid frame received by 
the interface device is associated with a value that indicates the 
relative position of that frame within the order, and the comparator 
window circuit further includes: 

(a) a storage means for storing the value associated with the next 
expected frame; and 

(b) a comparison means, coupled to the storage means and the 
control device, for comparing a value associated with the next 
expected frame with a value associated with a last received 
frame and indicating whether the value associated with the last 
received frame is within a predetermined range of values 
relative to the value of the next expected frame. 

5. The interface device of claim 4, wherein the control device transfers 
data received by the interface device within a select frame only upon 
determining from the comparison means and the missing window 
frame that the select frame is currently the next expected frame and 
the select frame was associated with a value within the predetermined 
range of values at the time the select frame was received. 

6. The interface device of claim 5, wherein the storage means is a 
counter operatively coupled to the control device and capable of 
incrementing the value stored therein by a predetermined value upon 
command from the control device. 

7. The interface device of claim 6, wherein the counter is commanded by 
the control device to increment by the predetermined value when the 
missing frame window indicates that the last received frame is the next 

xpected frame. 
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The interface device of claim 7. wherein the window comparator circuit 
further includes a shift register coupled to the control device and 
coupled to an input to the missing frame window storing means, such 
that a missing frame window input to the missing frame window storing 
means may be shifted under the control of the control device prior to 
being stored in the missing frame window storing means when the 
missing frame window indicates that the last received frame is the next 
expected frame. 

The interface device of claim 7, wherein: (1) the control device has 
value signal lines that output the binary value associated with the last 
received frame, (2) the counter has output signal lines that output the 
binary value of the counter, and (3) the comparator window circuit 
further includes: 

(a) a first comparator having an output and a first and second input, 
the first input coupled to the output signal lines of the counter, 
the second input coupled to the value signal lines, and the 
output of the comparator coupled to the control device, the first 
comparator for determining when the value associated with the 
last received frame is within a predetermined range of values 
relative to the value of the counter; 

(b) an adder having an input and an output, the input coupled to the 
output signal lines of the counter, for outputting a value that is 
greater than the value of the counter; and 

(c) a second comparator, having an output and a first and a second 
input, the first input coupled to the output of the adder, the 
second input coupled to the output signal lines of the counter, 
and the output of the second comparator being coupled to the 
control device, the second comparator for comparing the output 
of the adder to the valu of the counter and providing the result 
of the comparison to the control device; 
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a subtractor having an output, a first input, and a second input, 
the first input coupled to at least one of the least significant 
output lines from the counter, and the second input coupled at 
least one of the least significant output lines from the control 
device, for representing in binary form, the difference between 
the value represented on the least significant lines of the 
counter and the value represented on the least significant lines 
from the control device; 

a decoder having an input and an output, the output including a 
plurality of output signal lines, each output signal line being 
associated with a unique binary input value coupled to the 
decoder from the subtractor; and 

a plurality of two-input OR gates, each OR gate being associ- 
ated with a unique one of the decoder output signal lines, a first 
input of each OR gate being coupled to the associated decoder 
output signal line, the output of each OR gate being coupled to 
a unique input to the missing frame window storing means for 
storing values indicative of the values associated with frames 
received by the interface device. 
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10. The interface device of claim 7, wherein the comparator window circuit 
further includes: 

(a) means for determining whether a predetermined number of high 
order bits of the value associated with the last received frame 
are equal to or one greater than an equal number of high order 
bits of the value associated with the next expected frame; 

(b) means for asserting one of a plurality of difference signal lines, 
each difference signal line associated with a unique value, when 
the difference between the least significant bits of the value 
associated with the last received frame and an equal number of 
the least significant bits of the value associated with the next 
expected frame is equal to the unique value associated with the 
difference signal line to be asserted; and 

(c) a plurality of two-input OR gates, each OR gate being associ- 
ated with a unique one of the plurality of difference signal lines, 
a first input of each OR gate being coupled to the associated 
difference signal line, the output of each OR gate being coupled 
to a unique input to the missing frame window storing means for 
storing values indicative of the values associated with frames 
received by the interface device, each value being within a 
predetermined range of values relative to the next expected 
frame, the second input of each OR gate being coupled to an 
output from the missing frame window storing means. 
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AMENDED CLAIMS 

[received by the International Bureau on 26 August 1996 (26.08.96); 
original claims 1-10 replaced by amended claims 1-6 (5 pages)] 

1. An interface device for coupling a receiving device to a communica- 
tions link and for ensuring that frames of data received by the interface 
device, each frame being included within a sequence of frames, are 
communicated to the receiving device in a predetermined order 
defined by an external transmitting device, the interface device 
including: 

(a) a control circuit for processing information contained in each 
frame of data; and 

(b) a comparator window circuit coupled to, and controlled by, the 
control circuit, wherein each valid frame received by the 
interface device is associated with a value that indicates the 
relative position of that frame within the predetermined order, 
the comparator window circuit having: 

(1) a missing frame window storing means for storing a 
missing frame window which indicates whether the last 
received frame is the next expected frame in the order 
defined by the external transmitting device; 

(2) a counter, operatively coupled to the control circuit, for 
storing the value associated with the next expected 
frame and capable of incrementing the value stored in 
the counter by a predetermined value upon command 
from the control device when the missing frame window 
indicates that the last received frame is the next ex- 
pected frame, 
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(3) a comparator, coupled to the counter and the control 
circuit, for comparing a value associated with the next 
expected frame with a value associated with a last 
received frame and indicating whether the value associ- 
ated with the last 

received frame is within a predetermined range of values 
relative to the value of the next expected frame, and 

(4) a shift register coupled to the control circuit and coupled 
to an input to the missing frame window storing means, 
such that a missing frame window input to the missing 
frame window storing means may be shifted under the 
control of the control circuit prior to being stored in the 
missing frame window storing means when the missing 
frame window indicates that the last received frame is 
the next expected frame. 

2. The interface device of claim 1, wherein received frames include 
information that identifies a sequence in which the frame is included, 
and the comparator window circuit further includes a loading means, 
coupled to the missing frame window storing means, for loading the 
missing frame window storing means with a missing frame window 
associated with the sequence of the last received frame. 

3. The interface device of claim 1, wherein the control circuit transfers 
data received by the interface device within a select frame, only after 
determining from the missing frame window that the select frame is the 
next expected frame. 
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The interface d vice of claim 1, wherein the control circuit transfers 
data receiv d by th interface device within a s lect frame, only after 
determining from the comparison means and the missing window 
frame that the select frame is currently the next expected frame and 
the select frame was associated with a value within the predetermined 
range of values at the time the select frame was received. 

The interface device of claim 1, wherein: (1) the control circuit has 
value signal lines that output the binary value associated with the last 
received frame, (2) the counter has output signal lines that output the 
binary value of the counter, and (3) the comparator window circuit 
further includes: 

(a) a first comparator having an output and a first and second input, 
the first input coupled to the output signal lines of the counter, 
the second input coupled to the value signal lines, and the 
output of the comparator coupled to the control circuit, the first 
comparator for determining when the value associated with the 
last received frame is within a predetermined range of values 
relative to the value of the counter; 

(b) an adder having an input and an output, the input coupled to 
the output signal lines of the counter, for outputting a value that 
is greater than the value of the counter; and 

(c) a second comparator, having an output and a first and a second 
input, the first input coupled to the output of the adder, the 
second input coupled to the output signal lines of the counter, 
and the output of the second comparator being coupled to the 
control circuit, the second comparator for comparing the output 
of the adder to the value of the counter and providing the result 
of the comparison to the control circuit; 
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(d) a subtracter having an output, a first input, and a second input, 
the first input coupled to at least one of the least significant 
output lines from the counter, and the second input coupled at 
least one of the least significant output lines from the control 
circuit, for representing in binary form, the difference between 
the value represented on the least significant lines of the 
counter and the value represented on the least significant lines 
from the control circuit; 

(e) a decoder having an input and an output, the output including 
a plurality of output signal lines, each output signal line oeing 
associated with a unique binary input value coupled to the 
decoder from the subtracter; and 

(0 a plurality of two-input OR gates, each OR gate being associ- 
ated with a unique one of the decoder output signal lines, a first 
input of each OR gate being coupled to the associated decoder 
output signal line, the output of each OR gate being coupled to 
a unique input to the missing frame window storing means for 
storing values indicative of the values associated with frames 
received by the interface device. 



6. The interface device of claim 1 , wherein the comparator window circuit 
further includes: 

(a) means for determining whether a predetermined number of high 
order bits of the value associated with the last received frame 
are equal to or one greater than an equal number of high order 
bits of the value associated with the next expected frame; 

(b) means for asserting one of a plurality of difference signal lines, 
each difference signal line associated with a unique value, 
when the difference between the least significant bits of the 
value associated with the last received frame and an equal 
number of the I ast significant bits of the value associated with 
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the next expected fram is equal to the unique value associated 
with the difference signal lin to be asserted; and 
(c) a plurality of two-input OR gates, each OR gate being associ- 
ated with a unique one of the plurality of difference signal lines, 
a first input of each OR gate being coupled to the associated 
difference signal line, the output of each OR gate being coupled 
to a unique input to the missing frame window storing means for 
storing values indicative of the values associated with frames 
received by the interface device, each value being within a 
predetermined range of values relative to the next expected 
frame, the second input of each OR gate being coupled to an 
output from the missing frame window storing means. 
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VI. Example Implementations 

The present invention (i.e., CIDM system 100 or any part thereof) may be implemented 
using hardware, software or a combination thereof and may be implemented in one or 
more computer systems or other processing systems. In fact, in one embodiment, the 
invention is directed toward one or more computer systems capable of carrying out the 
functionality described herein. An example of a computer system 2900 is shown in FIG. 
29. The computer system 2900 includes one or more processors, such as processor 2904. 
The processor 2904 is connected to a communication infrastructure 2906 (e.g., a 
communications bus, cross-over bar, or network). Various software embodiments are 
described in terms of this exemplary computer system. After reading this description, it 
will become apparent to a person skilled in the relevant art(s) how to implement the 
invention using other computer systems and/or computer architectures. 

Computer system 2900 can include a display interface 2905 that forwards graphics, text, 
and other data from the communication infrastructure 2902 (or from a frame buffer not 
shown) for display on the display unit 2930. 

Computer system 2900 also includes a main memory 2908, preferably random access 
memory (RAM), and may also include a secondary memory 2910. The secondary 
memory 2910 may include, for example, a hard disk drive 2912 and/or a removable 
storage drive 2914, representing a floppy disk drive, a magnetic tape drive, an optical 
disk drive, etc. The removable storage drive 2914 reads from and/or writes to a 
removable storage unit 2918 in a well known manner. Removable storage unit 2918, 
represents a floppy disk, magnetic tape, optical disk, etc. which is read by and written to 
by removable storage drive 2914. As will be appreciated, the removable storage unit 
2918 includes a computer usable storage medium having stored therein computer 
software and/or data. 

In alternative embodiments, secondary memory 2910 may include other similar means 
for allowing computer programs or other instructions to be loaded into computer system 
2900. Such means may include, for example, a removable storage unit 2922 and an 
interface 2920. Examples of such may include a program cartridge and cartridge interface 
(such as that found in video game devices), a removable memory chip (such as an 
EPROM, or PROM) and associated socket, and other removable storage units 2922 and 
interfaces 2920 which allow software and data to be transferred from the removable 
storage unit 2922 to computer system 2900. 

Computer system 2900 may also include a communications interface 2924. 
Communications interface 2924 allows software and data to be transferred between 
computer system 2900 and external devices. Examples of communications interface 2924 
may include a modem, a network interface (such as an Ethernet card), a communications 
port, a PCMCIA slot and card, etc. Software and data transferred via communications 



interface 2924 are in the form of signals 2928 which may be electronic, electromagnetic, 
optical or other signals capable of being received by communications interface 2924. 
These signals 2928 are provided to communications interface 2924 via a communications 
path (i.e., channel) 2926. This channel 2926 carries signals 2928 and may be 
implemented using wire or cable, fiber optics, a phone line, a cellular phone link, an RF 
link and other communications channels. 

In this document, the terms "computer program medium" and "computer usable medium" 
are used to generally refer to media such as removable storage drive 2914, a hard disk 
installed in hard disk drive 2912, and signals 2928. These computer program products are 
means for providing software to computer system 2900. The invention is directed to such 
computer program products. 

Computer programs (also called computer control logic) are stored in main memory 2908 
and/or secondary memory 2910. Computer programs may also be received via 
communications interface 2924. Such computer programs, when executed, enable the 
computer system 2900 to perform the features of the present invention as discussed 
herein. In particular, the computer programs, when executed, enable the processor 2904 
to perform the features of the present invention. Accordingly, such computer programs 
represent controllers of the computer system 2900. 

In an embodiment where the invention is implemented using software, the software may 
be stored in a computer program product and loaded into computer system 2900 using 
removable storage drive 2914, hard drive 2912 or communications interface 2924. The 
control logic (software), when executed by the processor 2904, causes the processor 2904 
to perform the functions of the invention as described herein. 

In another embodiment, the invention is implemented primarily in hardware using, for 
example, hardware components such as application specific integrated circuits (ASICs). 
Implementation of the hardware state machine so as to perform the functions described 
herein will be apparent to persons skilled in the relevant art(s). 

In yet another embodiment, the invention is implemented using a combination of both 
hardware and software. 
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